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	Requestor Information – To be completed by requesting department

	*Employee Name:
	
	
	
	*Date:
	
	

	*Email Address
	
	
	
	*Employee’s Phone:
	
	

	*Department:
	
	
	
	*Location:
	
	

	*Manager’s Name:
	
	
	
	*Manager’s Phone:
	
	

	*Manager’s Signature
	
	
	
	(Manager's signature is required for approval.)

	

	Purpose of VPN Connection: To connect 

	


	Change type:
	Normal   
	          Standard    FORMCHECKBOX 

	Emergency   

	Request type:
	Permanent
	 FORMCHECKBOX 

	Temporary
	
	If Temporary, specify duration/date to decommission
	     


	VPN Admin information
	Remote Site
	Local Site

	Company Name
	Routemobility
	Mascom Wireless

	Site / Location Name
	Route Mobility Data Centre
	MIC

	Technical Contact Name
	Kwesi Banson Jnr
	Kabelo Kenosi

	Technical Contact Email
	kwesi@routemobility.com
	datanetworks@mascom.bw

	Technical Contact Phone Number
	
	+267 3996831

	Service request type
	Add  FORMCHECKBOX 

	Remove  FORMCHECKBOX 

	Change  FORMCHECKBOX 

	Add  FORMCHECKBOX 

	Remove  FORMCHECKBOX 

	Change  FORMCHECKBOX 


	VPN Device Information
	Current
	New
	Current
	New

	Device Make / Model
	Fortigate 61E
	
	Eudemon1000E-N
	

	IP Address 1
	216.55.137.19
	
	41.223.75.103  (Main-Site)
	

	IP Address 2
	
	
	41.223.72.62   (DR-Site)
	

	Comment
	
	


	VPN Tunnel Properties

	Phase 1 Proposal
	Remote Site
	Local Site

	Service request type
	Add   FORMCHECKBOX 

	Remove   FORMCHECKBOX 

	Change   FORMCHECKBOX 

	Add    FORMCHECKBOX 

	Remove    FORMCHECKBOX 

	Change   FORMCHECKBOX 


	Parameters
	Current
	New
	Current
	New

	Internet Key Exchange Mode(IKE)
	IKEv1
	
	IKEv1
	

	Authentication is pre-shared key
	To be sent later             
	To be sent later             

	Encryption
	3DES
	
	3DES
	

	Hash Algorithm
	SHA
	
	SHA
	

	Key Exchange Protocol
	DH Group 2
	
	DH Group 2 
	

	Key Lifetime in Seconds
	28800
	
	28800
	

	Comment
	
	

	Phase 2 Proposal
	
	

	Service request type
	Add   FORMCHECKBOX 

	Remove   FORMCHECKBOX 

	Change   FORMCHECKBOX 

	Add    FORMCHECKBOX 

	Remove    FORMCHECKBOX 

	Change   FORMCHECKBOX 


	Tunneling Protocol
	ESP
	
	ESP
	

	Encryption
	3DES
	
	3DES
	

	Hash Algorithm
	SHA
	
	SHA
	

	Perfect forward Secrecy
	DH-group 2
	
	DH-group 2
	

	Phase key lifetime in seconds
	86400
	
	86400
	

	Comment
	 
	


	Encryption Domain

	Add    FORMCHECKBOX 

	Remove   FORMCHECKBOX 

	Change    FORMCHECKBOX 

	Add    FORMCHECKBOX 

	Remove   FORMCHECKBOX 

	Change    FORMCHECKBOX 

	

	Remote Address / Mask
	Local Address / Mask
	Comment

	Current
	New
	Current
	New
	

	Public: 206.225.81.36
Private: 10.199.0.10
	
	
	41.223.73.29  (SMSC-MIC) nat 10.70.2.10
	Connection to SMSC Primary

	Public 206.225.87.174 Private 10.199.0.1
	
	
	41.223.72.74  (SMSC-HQ) nat 10.22.39.68
	Connection to SMSC DR

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Access Rules

	Add    FORMCHECKBOX 

	Remove   FORMCHECKBOX 

	Change    FORMCHECKBOX 

	Add    FORMCHECKBOX 

	Remove   FORMCHECKBOX 

	Change    FORMCHECKBOX 

	Add    FORMCHECKBOX 

	Remove   FORMCHECKBOX 

	Change    FORMCHECKBOX 

	

	Source Address 
/Mask
	Hostname / Description
	Destination 
Address/Mask
	Hostname / Description
	Destination 
Protocols/Ports
	Service description

	Current
	New
	
	Current
	New
	
	Current
	New
	

	Public 206.225.81.36
Private: 10.199.0.10
	
	SMSC
	
	41.223.73.29 (SMSC-MIC) nat 10.70.2.10 
	
	
	
	SMSC

	Public 206.225.87.174 Private 10.199.0.1
	
	Billing/SMS/USSD
	
	41.223.72.74  (SMSC-HQ) nat 10.22.39.68 
	
	
	
	SMSC

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


	For Mascom Wireless Data Networks Department Use Only

	Engineer’s Comments
	      VPN is temporary, will be active only for the duration of the project. 


	     

	
	Attached VPN Configuration planning and change control form for implementation approval

	Manager’s approval:
	
	Approve  
	
	Disapprove  

	Manager’s Signature:
	
	     
	
	(Manager's signature is required for Planning.)

	Manager’s comments:
	
	     

	     


Please return this form to: Data Networks Department
. Please allow two business days for VPN configuration design and implementation.
This document is the property of and is not to be shown outside Mascom Wireless. It is only valid for the date and the time it was printed, it may on no account be reproduced, copied, divulged in part or in whole without prior consent, and such consent shall only be granted after full considerations of the circumstances at the time.
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