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Comviva Technologies Ltd. - Information Security – S2S VPN Form

Customer/Client/Location:

	Tunnel Properties
	MW VAS Device
	Partner VPN Device

	Phase 1
	Authentication Method
	Over the Phone
	

	
	Encryption Scheme
	IKE
	IKE

	
	Diffie-Hellman Group
	Group 1
	Group 1

	
	Encryption Algorithm
	3 DES
	3 DES

	
	Hashing Algorithm
	SHA
	SHA

	
	Main or Aggressive Mode
	Main
	Main

	
	Lifetime (for renegotiation)
	28800
	28800

	Phase 2
	Encapsulation (ESP or AH)
	ESP
	ESP

	
	Encryption Algorithm
	ESP-3 DES-SHA
	ESP-3 DES-SHA

	
	Authentication Algorithm
	MD5
	MD5

	
	Perfect Forward Secrecy
	No PFS
	No PFS

	
	Lifetime (for renegotiation)
	28800
	28800

	
	Lifesize in KB (for renegotiation)
	4608000
	4608000

	
	Key Exchange For Subnets?
	YES
	YES

	

	VPN Gateway Device Information
	MW VAS Device
	Partner VPN Device

	Name
	
	

	IP Address
	41.78.57.17
	216.55.137.19

	VPN Device Description
	Cisco ASA 5510
	

	DN Information of VPN Gateway, if using certificates
	N/A
	N/A

	Encryption Domain (e.g. 12.41.110.0/24 or  12.41.110.100)
	Encryption domain destinationIP

172.26.167.124
172.26.167.125
172.26.167.117
172.26.167.119
172.26.167.121
172.26.162.200
10.157.12.31

10.157.12.33

172.26.186.203

172.26.186.205

192.168.214.54

192.168.214.56
New IPs

172.26.166.100

172.26.166.101

172.26.166.102

172.26.166.200

172.26.166.201

Ports: 
5001

5002

5003

5004

8090
	206.225.81.36   (SMS)
206.225.87.174  (USSD)

	Ports
	80, 8090,
	80, 8090,

	

	Contact Information
	MW VAS Device
	Partner VPN Device

	Primary
	Name
	Gaurav Gupta
	Samuel Chiwanda

	
	E-mail Address
	Gaurav.gupta@mahindracomviva.com
	samuel@clickmobile-ml.com

	
	Desk Phone
	
	

	
	Cell Phone
	+91-8826366883
	+265994399905

	
	Alternate Phone
	
	

	Secundary
	Name
	
	

	
	E-mail Address
	
	

	
	Desk Phone
	
	

	
	Cell Phone
	
	

	
	Alternate Phone
	 
	

	

	Date of Submitting Information
	
	


	Date
	VPN Site-to-Site
	           Ver 1.01

	12/8/2020
	
	



