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 VPN CONNECTIVITY FORMS

[bookmark: _gjdgxs]
	Required Data
	Rancard VPN Information
	Click Mobile VPN Information

	Device type and Version
[bookmark: _30j0zll](e.g. PIX 6.1, CheckPoint FW-1, Netscreen ,etc)
	Cisco ASA 5508 Sec+

	FortiGate 61E v6.0.2 

	External peering IP address 
	67.192.152.24
	216.55.137.19

	External peering port/s
	ICMP 
	ICMP

	Encryption Domain (IP address range to be encrypted)
	172.24.32.54
172.24.96.42, 172.24.32.52

	10.199.0.10

	Ping able address
(within the VPN)
	
	10.199.0.10

	Secure connection setup protocol 
	IPSEC
	IPSEC

	Phase 1 - Encryption algorithm (e.g. DES, 3DES, etc)
	AES256
	AES256

	Phase 1 - Hashing algorithm (e.g. MD5, SHA1)
	SHA2
	SHA2

	Phase 2 - Encryption algorithm (e.g. DES, 3DES, etc)
	AES256
	AES256

	Phase 2 - Hashing algorithm (e.g. MD5, SHA1)
	SHA2
	SHA2

	Authentication  String (pre-shared key or CA)
	To be shared via sms
	

	Diffe-Hellman Group (1,2)  
	Group 14
	Group 14

	IKE SA  Lifetime (Phase1) 
	480
	480

	[bookmark: _1fob9te]IPsec SA Lifetime (Phase2)
	480
	480

	Technical contact
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Authorized Signature: 	  Date:
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