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Technical Information Requirements: VPN connection

SBIN Contacts:

	Name
	Phone Number
	E-mail

	Amen Bicas KODJA
	+229 40 100 379
	amen.kodja@sbin.bj

	
	
	


Partner Contacts:

	Name
	E-mail
	E-mail

	
	
	

	
	
	

	
	
	


General Information:

	
	SBIN Side
	Partner Side

	VPN IP
	81.91.228.83


	216.55.137.19

	VPN Equipments version
	FORTIGATE 
	FortiGate 61E

	VPN Modules
	
	


 Tunnel Information:

	
	SBIN Side
	Customer Side

	Authentication Method
	Pre-share (exchange over phone)


	Pre-share (exchange over phone)



	Phase 1:
	
	

	Encryption Schema
	IKE v2
	IKE v2

	Diffie-Hellman Group- IKE
	DH Group-14
	DH Group-14

	Encryption Algorithm
	AES 256
	AES 256

	Hashing Algorithm
	SHA 256
	SHA 256

	Renegotiate IKE SA every
	28800
	28800

	Phase 2:
	
	

	IPSec
	ESP
	ESP

	Encryption Algorithm IPSec
	AES 256
	AES 256

	Hashing Algorithm IPSec
	SHA 256
	SHA 256

	Renegotiate IPSec SA every
	3600
	3600

	Aggressive Mode 
	NOT IN USE
	NOT IN USE

	Perfect forward secrecy (pfs)
	Yes
	Yes

	Encryption domain
	TB
IP : 10.10.163.73
Port :18819
 
NSS
UAGSO1: 10.10.162.71 
UAGSO2:10.10.162.74
Port: 18819
 
Akpakpa
 UAGSO1:  10.11.17.11 production 
UAGSO2:10.11.17.17 standby production 
Port: 18819


	
IP : 10.199.0.10
 


	Protocols to allow
	 
	


Click Mobile Peer IP: 216.55.137.19
Click Mobile Encrypted Domain: 10.199.0.10/32

Remote Peer IP: 81.91.228.83
Remote Encrypted Domain: 10.10.163.73/32, 10.10.162.71/32, 10.10.162.74/32, 10.11.17.11/32, 10.11.17.17/32

Pre-shared key: 58i64VDwsCMZtYDg
IKEv: 2
Mode: N/A

Phase 1 Proposal
Algorithms: AES256-SHA256
DH Group: 14
Key Lifetime (seconds): 28800

Phase 2
Algorithms: AES256-SHA256
PFS: Enabled
DH Group: 14
Key Lifetime (seconds): 3600
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