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VPN Connections Request Form

Section B: Fill this section for Site-to-Site VPN connections ONLY. 

	
	VPN-Partner A:
(Route Mobility -Existing)
	VPN-Partner B:
(BTCL)

	Network Settings

	Peer IP
	216.55.137.19
	168.167.168.65

	VPN Product
	
	Checkpoint FW-1/VPN

	

	Encryption Type
	AES 256
	AES256

	Authentication Type
	SHA2-384
	SHA2-384

	IPSec Keying Mode
	Preshared Key
	Preshared Key

	DH-Group
	14
	14

	Lifetime
	28800 seconds
	28800 seconds

	IKE
	V2
	V2

	

	Protocol
	ESP
	ESP

	Encryption Type
	AES256
	AES256

	Authentication Type
	SHA2-384
	SHA2-384

	Lifetime
	3600 seconds
	3600 seconds

	DH-Group (If PFS enabled)
	No
	No

	Additional Comments

	
	Note that all parameters can be modified at the customer’s request but these are secure settings proposed for BTC security.
	*Preshared Keys have to be agreed via Telephone




Traffic

	
	Nodes connected via tunnel

	                                              

	Connection description
	Src. IP / Src. Port
	Dst. IP / Dst. Port

	All (partner’s name) ip access originating from:
	Integration Layer
168.167.65.72 (Test)
168.167.65.70 (Prod)

SMSC
206.225.81.36


USSD
168.167.65.254
	206.225.87.171






168.167.65.197 port 5016
168.167.65.198 port 5016


206.225.87.174 port 80




External Company Contacts (Route Mobility):   
Name		: 
Email		: 
Phone		: 
Company	: 
Signature	:  >>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>


BTC INTERNAL

1. JUSTIFICATION FOR THE VPN CONNECTION : Specify required new  service/changes e.g. change /add IP address  or port to access `specify service` 



Requester’s Name: _____________ Signature: _____________ Date: ______________


Supervisor’s  Name: ____________Signature: ______________ Date:______________                                 
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Botswana Telecommunications Corporation Limited
Khama Crescent, Plot 50350 Megaleng
P 0 Box 700 Gaborone, Botswana

T: +267 3958000
W: www.btc.bw
E: info@btc.bw

Live connected.
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