

MTN-Zambia Secure Remote Access 
Pre-Installation Template


Secure access is provided over the Internet via a VPN tunnel established between an MTN Zambia’s VPN concentrator and an MTN Zambia’s Partner owned IPsec compliant VPN component. Authorization is accomplished utilizing pre-shared keys or certificate authority. Each request is subject to administratively defined OSI network and transport layer access control and authorization policies. Network access is restricted to all Devices in MTN Zambia’s Network.


Please complete and return the following information to the MTN Zambia


MTN Zambia Remote Access Engineer Assigned.

	Technical Contact Name:

	IT Security Team


	Technical Contact Phone Number:

	

	Technical Contact Email:

	ITSecurity.ZM@mtn.com




MTN’s Partner/Support Remote Access Engineer Assigned:

	Site ID:

	

	Company Name:

	Route Mobility Limited

	Company Address:

	Plot 10/90, Lilayi, Lusaka

	Technical Contact Name:

	Kwesi Banson
David Kumwenda

	Technical Contact Phone Number:

	0967 080547

	Technical Contact Email Address:

	kwesi@routemobility.com
david@routemobility.com










Server Type and Private IP Address of MTN Zambia’s managed Service for Support purposes:


*Please Note: The following address ranges will be used to connect to the specified customer Server IPs. - 10.x.x.x/8, 172.16.x.x/12and 192.168.x.x/16


*If a private IP space for the servers is NOT required, please perform a NAT between the IPSEC device and the servers and make the source IP Address to be in the range that certifies the RFC 1918.




Must complete this section before returning

*Please note the MTN Zambia’s PEER Address 41.216.72.254 will NOT necessarily be the originating address for all source traffic outbound from MTN Zambia to the Partner’s site.

	IPSEC Parameters
	MTN Zambia’s Default Settings
	Partner’s Settings

	VPN Tunnel Equipment Type
	Fortigate 3400E
	Fortigate  61E

	OS/Version
	FortiOS 6.4.5
	FortiOS

	Tunnel Settings
	IPSEC
	IPSEC

	Peer
	41.216.72.254
	 216.55.137.19

	Encryption Domain
	
	

	IKE Proposals
	IKEv2
	IKEv2

	Authentication
	By Telephone-PSK
	By Telephone-PSK

	Tunnel Encryption
	AES-256
	AES-256

	Tunnel HASH
	SHA2-256
	SHA2-256

	Diffie Hellman
	Group 5
	Group 5

	Lifetime Measurement
	TIME=1440m OR 86400s
	TIME=1440m OR 86400s

	Phase2 Proposals
	
	

	Tunnel Encryption
	AES-256
	AES-256

	Tunnel HASH
	SHA2-256
	SHA2-256

	Diffie Hellman
	Group 5
	Group 5

	IPSEC Lifetime Measurements
	TIME=3600s
KB=200000000
	TIME=3600s
KB=200000000

	Perfect Forward Secrecy
	Enabled with Group 5
	Enabled with Group 5

	Compression
	Disabled
	Disabled





Ports & Protocols:
	Hosts/Network
	
172.16.11.116.  Partner USSD Host 10.199.0.1 Port 8089,  10.199.0.60, 10.199.0.70


	Protocol
	

	Service
	USSD, Airtime Billing






Site to Site VPN Solution Sample Diagram


* Port filtering should be done on a device between the IPSEC device and the servers and not in the access list itself.
