

[image: ]



MTN RWANDACELL

SITE-TO-SITE VPN REQUEST FORM

	SECTION A: Project/Business Description

	
	
	
	
	
	
	
	

	Name:
	CLICK MOBILE Limited
	
	End date:
	     

	Purpose:
	Business

	PL/MTN MC*:
	     
	Available:
	From     h     to     h     

	Cell phone #
	  +250796137305 
	
	Signature
	

	Email address:
	samuel@click-mobile.com 
	
	
	

	*PL: project lead/MTN MC: MTN Main Contact
	
	

	SECTION B: MOTIVATION FOR A SITE-TO-SITE VPN 

	
	
	
	
	
	
	
	

	Describe the IT System to access and the reason of this access.  Please mention the server(s) IP addresses, Software installed (OS, DB, Application, Middleware, Add-ins) and TCP/UDP ports and Services. This will allow both the access granting and security related documentation.

	

	We need access to the MTN RWANDACELL SMSC to enable us provide Application to Person (A2P services for our clients. The OS in use Centos Stream 9. On it we have a custom-made SMS (SMPP) Gateway with MySQL as the database. It has several features such as sensitive advanced message routing, data masking, sender ID and content management among others. The exposed are 8056 and 8066 are exposed to clients.

	

	
	
	

	SECTION C: VPN Policy

	
	
	
	
	
	
	
	

	The purpose of this policy is to mitigate risks bound to the existence of this VPN connection to MTN RWANDACELL Corporate Network.

	1. The authorized person or company will assume full liability for ensuring that unauthorized users are not allowed access to MTN RWANDACELL internal networks via the granted Site-to-Site VPN connection. 
2. The duration of the VPN account will be set for a limited period of time i.e. as per the end date of the Project.
3. The host(s)[VPN, server(s),client(s)] connected to MTN RWANDACELL internal networks via this VPN connection must use the most up-to-date and known anti-virus software i.e. from a known vendor (Kaspersky, McAfee, Symantec, etc.). The very host(s) will also have to have up-to-date patches for both OS and Applications.
4. A report of patches/fixes/service packs and virus definition will be requested each time MTN RWANDACELL is auditing its Patch Management, this will be done at the beginning of the project and once a quarter.
5. The VPN connection will be automatically disconnected from MTN RWANDACELL's network after an agreed time of inactivity.  Pings or other artificial network processes are not to be used to keep the connection active. 
6. Any change to the IT System accessed via this VPN connection must be submitted to the Change Management through the Technical Project Lead.
7. Any VPN connection will be immediately disconnected and disabled if any suspicious activity is observed within that connection.
8. Only access to the specified IT Systems will be granted. The requestor must clearly define IT Systems to access in “Section B”.  The IT System documentation may be required if need be.
9. The pre-shared key will be communicated to the requestor by encrypted email or by phone.  The Email Policy forbids any exchange of credentials via emails.

	
	
	

	SECTION D: Approval

	
	
	
	
	
	
	
	

	Dpt./BU Senior Manager:
	Name
	
	
	
	
	

	
	Date
	     
	Signature
	
	
	

	
	
	



MTN RWANDACELL
VPN Site to Site Connection
External Business Partner (EBP) Security Profile

	Date (dd/mm/yyyy):     03 /12  /  2024
	Ref. #:      

	
	

	MTN RWANDA PROFILE

	Project Name 
	Technical Contact

	
	  Yannick   

	Department/Business Unit
	

	IP Core and Transport Network
	Yannick.Migambi@mtn.com

	City         
	State/Country
	Code
	Phone
	Cell

	Kigali
	RWANDA
	     
	     
	

	

	EXTERNAL BUSINESS PARTNER (EBP) PROFILE

	Company Name : 
	

	                                    

	Address
	City
	State
	Zip

	      
	     KIGALI
	
	     NA

	First Level Contact
	Phone
	Cell
	Internet Email Address

	
	/
	
	

	Second Level Contact
	Phone
	Cell
	Internet Email Address

	
	/
	
	

	Third Level Contact
	Phone
	[bookmark: _gjdgxs]Cell
	Internet Email Address

	
	
	
	

	VPN PROFILE

	Remote VPN Information
	MTN Rwanda VPN Information

	VPN Device (Make/Model)
	VPN Device(Make/Model)

	
	FortiGate 3000D

	VPN Tunnel Endpoint IP address
	VPN Tunnel Endpoint IP address

	216.55.137.19
	196.44.248.66

	IKE Parameters
	IKE Parameters

	IKE Encryption (AES, AES-256)
	Authentication Method (SHA, SHA2-256)
	IKE Encryption (AES, AES-256)
	Integrity Method (SHA, SHA2-256)

	AES-256
	SHA256
	AES-256
	SHA256

	Diffie-Helman Group (1,2)
	Security Association Lifetime
	Diffie-Helman Group (1,2)
	Security Association Lifetime

	14
	28800 (8 hours)
	14
	28800 (8 hours)

	Pre-Shared Secret (16 character/Cap Sensitive)
	Pre-Shared Secret (16 character/Cap Sensitive)

	
	Will be provide via phone (Email is forbidden as per Email Policy)

	IPSEC Parameters
	IPSEC Parameters

	IPSEC Encryption (AES, AES-256)
	[bookmark: 30j0zll]Authentication Method (SHA, SHA2-256)
	IPSEC Encryption (AES, AES-256)
	Authentication Method (SHA, SHA2-256)

	AES256
	SHA
	AES256
	SHA

	Diffie-Helman Group (1,2)
	Security Association Lifetime (Sec)
	Diffie-Helman Group (1,2)
	Security Association Lifetime (Sec)

	14
	3600 (1 hours)
	14
	3600 (1 hours)

	Perfect Forward Secrecy (Yes, No)
	PFS Diffie-Helman Group (1,2)
	Perfect Forward Secrecy (Yes, No)
	PFS Diffie-Helman Group (1,2)

	
	
	Yes
	2



	IP Address/Subnet Mask – Encryption Domain

	
	MTN RWANDA

	Public (Global)
	Private (Internal/Local)
	Public (Global)
	Private (Internal/Local)

		
		10.199.0.10
	     
	172.17.84.34
172.17.84.35
172.17.84.36
172.17.84.37
172.17.83.35
172.17.83.36
172.17.83.37
172.17.83.42
172.17.83.20
172.17.84.41

	     
	
	     
	

	

	For Approval (By implementersi.e. Network Administrators of both parties)

	Requestor name & Signature
	
	Provider name & Signature
	

	Kwesi Banson Jnr [image: ]
	
	     
	



Sensitivity: MTN Internal

Sensitivity: MTN Internal
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