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IT DEPARTMENT
SITE -TO- SITE VPN ACCESS FORM
This form is evidenced by the signatories below:
Reason for request
	Vendor information

	Name of vendor
	

	Location
	

	Vendor Peer Address
	

	Vendor private ip(s)
	


	AirtelTigo Ghana information

	Job requested by   

	EMMANUEL KORANTENG

	AirtelTigo endpoint
	41.215.168.1

	Local ip(s) allowed
	SMSC
172.17.9.38
172.17.9.45
Port 3010

	Ports allowed
	

	Duration
	1 YEAR

	Signature OF Requester
	

	Signature of Director of system Requester
	


	System Accessed


	SMSC

	Reason for Access


	Update EXISITING vpn tunnel with new ip


	Change Request Reference(State N/A if not Applicable
	N/A


	Approved by ISO Director
	
	Signature
	
	Date
	

	Approved By IT Operation Director
	
	Signature
	
	Date
	

	Access granted by:
	
	Signature
	
	Date
	


Remarks
………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………
Required Signed Attachments (Tick to confirm attachment)

· Remote Access Logs (Connection and disconnection) – Network Admin
· System Accessed Logs – System Owner
· Evidence of activities performed in conformity to reason for access – System Owner
SITE- SITE VPN TECHNICAL DETAILS 
	
	AT
	VENDOR

	AirtelTigo Endpoint:
	41.215.168.1
	216.55.137.19

	Firewall TYPE:
	Fortigate 1801F
	FortiGate 61E 

	Private IP(s):
	SMSC
172.17.9.38
172.17.9.45
Port 3010
	SMSC
10.199.0.10


	IKE

	
	AT
	VENDOR

	DH Group:




	Group 5/14
	Group 5/14

	Encryption



	AES256
	AES256

	Authentication
	SHA2


	SHA2



	Pre-Shared Key
	
	

	Key Lifetime


	86400


	86400




	IPSEC

	
	AIRTELTIGO
	

	Protocol:
	ESP

	ESP


	Encryption:
	AES256

	AES256


	Authentication:
	SHA2
	SHA2

	No perfect forward secrecy


	Off
	Off

	Lifetime:
	28800
	28800

	PFS key group
	
	


