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   CONTACT DETAILS   

   VPN-Partner A: (Zamtel-ZM)    VPN-Partner B:   

(                                             )   

Primary Contact Details        

Name   Robert Kaluba        

E-mail   Robert.kaluba@zamtel.co.zm        

Phone   +260950003961        

Chat   Skype:robertkaluba        

Secondary Contacts        

Name   Robert Kaluba        

E-mail   Robert.kaluba@zamtel.co.zm        

Phone   +260950003961        

Chat   Skype:robertkaluba        
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  NETWORK CONFIGURATIONS   

   

Network Settings       

Peer IP   41.72.111.122      

VPN Appliance   Cisco 3845/k9      

IKE (Phase 1) Proposal       

Encryption Type   3DES      

Authentication Type   SHA      

IPSec Keying Mode   Preshared Key      

DH-Group   2      

Lifetime   28800 seconds      

Supports Aggressive Mode   N/A      

       

Protocol   ESP      

Encryption Type   3DES      

Authentication Type   Sha      

Lifetime   28800      

Enable  Perfect  Forward  

Secrecy (PFS)   

NO      

DH-Group (If PFS enabled)   NA   -   

Additional Comments       

   →  Use main mode   

→ Parameters can be modified at 

the customer’s request but these 

are proven settings.   

   

*Note:- Preshared keys will need to be agreed manually via telephone or online chat   

Traffic   

   Nodes connected via tunnel   

                                             A (Client)        <--->         B (Zamtel-ZM):   

Connection description   Src. IP   Dst. IP / Dst. Port   

Encrypted Domain    172.17.1.40 (USSD GW)      

 172.17.1.13 (USSD GW)      

 172.17.1.15 (USSD GW)      

 172.17.1.39 (USSD GW)      

 172.17.1.41 (USSD GW)      

 172.17.1.42 (USSD GW)      
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 10.3.104.135 (DCP)      

172.17.1.42:2775 (SMSC)    

172.17.12.26 (SDP)    

   

   

DOCUMENT SIGN OFF   

   

   

On behalf of Zamtel   

   

   

Signature:___________________________                     Signature:__________________________   

   

Name:______________________________                     Name:____________________________   

   

Title:_______________________________                     Title:_____________________________   

   

Date:_______________________________                     Date:_____________________________   

   

   

   

   

On behalf of VPN-Partner B:   

   

   

Signature:___________________________                     Signature:__________________________   

   

Name:______________________________                     Name:____________________________   

   

Title:_______________________________                     Title:_____________________________   

   

Date:_______________________________                     Date:_____________________________   

   

   

   


